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Introduction
This document’s purpose is to deliver direction on crucial information organization of Health Infrastructure Services, Inc. (HISI) concerning ways through which appropriate cybersecurity risk management can be performed. This document as well will pinpoint expectations necessary for HISI to consider when conducting their risk management. This plan is significant since it is intended to tighten the cybersecurity of HISI and preserve the confidentiality of its stakeholders’ information.
Scope and Boundaries of the Plan
Scope 
A scope a plan refers to any deliverables as well as their properties and the stakeholders that are likely to be affected (Landau, 2019). This document covers the security risk management plan for Health Infrastructure Services, Inc. (HISI) device. It encompasses the control over all security-associated risks throughout the lifecycle of the device including during the design, development, as well as maintenance stages. The document as well covers the requirements concerning relationships with the COBIT 5 process reference model and the NIST Cybersecurity Framework, proposes a schedule for the process of risk management planning and finally, provides a Plan of Action and Milestones (POAM) Template.
This document is intended to be utilized by both interior and exterior stakeholders. However, it is not limited to:
· Stakeholders including the heads of the health center’s department, chief information security officer (CISO), as well as system owners in the organization.
· External counsellors or rather service providers performing risk management on behalf of organizations.
Boundaries 
The boundaries refer to quantifiable and auditable features that are meticulously linked to the objectives of a plan. They establish a holistic plan perception, define a plan’s limits and exclusions, as well as form the plan’s scope content with regard to the anticipated outcome (Livoti, 2019). The scope of this plan is centered only on the cybersecurity risk management area. Other areas including the general business risk management, are beyond this plan’s scope.
Compliance Laws and Regulations
	Considering the fact that the hospital’s current cybersecurity risk management plan is susceptible to threats, the new plan’s key objective is to mitigate this issue. For these efforts to be successful, HISI must comply with implementation regulation in both the COBIT 5 process reference model and the NIST Cybersecurity Framework. Adoption of these two models allows a firm to focus its cybersecurity activities that support stakeholder necessities on crucial areas that create value via optimizing its risks and resources (Thomas, 2017). These two frameworks are significant because both of them:
· Have firm implementation guidance. 
· Reference each other. 
· Offer a holistic approach.
Key Roles and Responsibilities of Individuals and Departments
	Individuals/Departments
	Responsibility

	Chief Information Security Officer (CISO)
	General risk management process including ensuring that all HISI ‘s data is secure as well as evaluating the risk posed by third parties to the healthcare’s information systems. 

	Strategy (IT Executive) Committee
	An association of senior officials selected by the board whose responsibility is ensuring that the board is engaged in, as well as kept informed about, key IT-related issues and decisions (COBIT 5 Framework, 2012). This team is responsible for the management of a collection of IT-enabled investments, IT services and IT assets, guaranteeing the delivery of value as well as managing risk (COBIT 5 Framework, 2012). This committee is usually led by a board affiliate and not the Chief Information Officer.

	(Project and Program) Steering Committees
	A group of stakeholders and specialists responsible for the guidance of program and projects such as plan managing and monitoring, resource allocation, delivery of benefits and value delivery, as well as program and project risk management.

	Enterprise Risk Committee
	This group of officials in a firm that is responsible for the enterprise-level cooperation and agreements necessary for supporting enterprise risk management (ERM) practices and decisions (COBIT 5 Framework, 2012). An information technology risk committee is formed to study IT vulnerabilities in further details and counsel the enterprise risk committee.

	Information Security Manager
	Responsible for managing, designing, overseeing as well as assessing the information security of an enterprise



Proposed Schedule
The risk management planning process will follow the five functions of the NIST Cybersecurity Framework. They include identify, protect, detect, respond, and recover (NIST Cybersecurity Framework, 2018). This functions are significant in helping an organization to easily express their administration of cybersecurity vulnerabilities at an advanced level as well as permitting decisions partaking risk management. 
Identify
The identify function is significant for the development of an organizational understanding regarding the management of cybersecurity risk to individuals, systems, information, assets, as well as capabilities (NIST Cybersecurity Framework, 2018). Awareness of the context of business, the supportive resources of the vital functions and the associated cybersecurity risks allows a firm to prioritize and focus its initiatives in accordance with its risk management strategy as well as enterprise needs.
Protect
This function pinpoints suitable defenses to enhance the delivery of essential infrastructure services (NIST Cybersecurity Framework, 2018). It wires the aptitude to minimize or rather curb the impact of an impending cybersecurity event. For instance, Defenses for identity management as well as access control in the firm.
Detect
This function describes the suitable approaches for identifying the cybersecurity event incidence. The detect function enhances timely unearthing of cybersecurity occasions. An instance of this function includes ensuring that irregularities and events are identified, and their latent impact is comprehended. 
Respond
The respond function involves suitable practices undertaken concerning an identified cybersecurity event. This function encourages the aptitude of containing the impact of an impending cybersecurity incident. For instance, guaranteeing execution of the response planning process during and after an event
Recover
 The recover function finds necessary practices for the maintenance of pliability plans as well as the restoration of any competences or services that were damaged as a result of a cybersecurity event. This function encourages prompt recovery to standard operations to minimize the impact resulting from a cybersecurity event. For instance, ensuring the health center enforces recovery forecasting processes as well as measures of restoring systems and assets impacted by cybersecurity events
Plan of Action and Milestones (POA&M) Template
The POA&M, at times called a corrective action plan, refers to the influential agency organization instrument for detailing the remediation procedures of system risk CIO-IT Security. (2020). These tools are useful in aiding the identification, assessment, prioritization, as well as monitoring of the advancement of remedial campaigns for security vulnerabilities found in an organization’s programs and systems. The excel POA&M template is attached.
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