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Risk Mitigation Plan
The main aim of the mitigation plan is to lower risk. Risk mitigation is achieved by lowering the level of threats by either intercepting or eliminating them before they attack, frustrating any opportunities through enhanced security, or reducing the consequences of an attack if it occurs. Therefore, an effective risk mitigation plan should incorporate these elements. Besides, the organization’s risk mitigation plan must tie assets to threats and vulnerabilities to identify the most probable risks. Overall, an effective mitigation plan will maximize an organization’s existing information security resources, and prioritize policies, systems, and human resources. HISI’s risk mitigation methodology will be based on the threats that were identified in the risk assessment process. 
HISI has established the possible loss of data on its cloud computing framework as among the top risks. Rosenson (2018) states that risk mitigation measures should focus on data confidentiality and accessibility and preventing breaches. First, the organization should implement data encryption at rest for data that is not in use to restrict breaches even when legitimate passwords are compromised. Besides, the firm can utilize two-factor authentication as an additional layer of security to HISI’s cloud-based environments. Also, the organization should prioritize the use of a well-defined shared responsibility model based on its needs to overcome risks on data on its cloud-based environment. 
HISI has recognized that the loss or theft of devices presents a significant risk concerning the unauthorized access to data, which constitutes a breach of confidentiality. According to AEPD (2019), the most effective strategy is data minimization, which is based on restricting access to data that is stored or processed on portable devices such as laptops, cellphones, and removable storage devices. The mitigation of the possible damages that may be caused by a data breach because of a lost or stolen device can be achieved through data encryption to hinder unauthorized access. Besides, the organization can back up its information to ensure that it has a copy of the data in such devices to ensure that it is still available, especially when a device has been lost and the data cannot be accessed. Also, it is important to utilize lock screen passwords or user authentication on devices such as laptops and mobile phones. They should be strong and saved in a secure place to deny access to information by unauthorized persons. 
The organization has established that there is a risks that is associated with insiders who are authorized to access the organization’s information technology resources. According to (CISA, 2020), such threats are attributed to trusted insiders who intentionally or unintentionally who disrupt or harm information, facilities, systems, or networks. Lichtenstein and Switzer (2020) state that most effective strategies are using signature-based detections that identify threats based on data patterns, behavior-based detections to identify abnormal or suspicious actions, and threat hunting that focuses on identifying sophisticated attacks that do not fall in the other categories. The efforts should focus on constraining users, monitoring behavior, and detecting and punishing misbehavior. However, the restrictions should be balanced with incentives that motivate individuals to act in the interests of the organization. 
HISI has recognized remote access threats as posing a significant risk. According to Cross (2020), risk mitigation measures should focus on protecting organizational data from breaches as well as preventing attacks that are directed towards individuals who access the organization’s information resources remotely. HISI should enforce access to the resources only based on user identity and restrict it to information based on the roles of specific individuals. Besides, an attacker’s ability to access the network laterally can be significantly reduced by implementing layer 7 access control, network segmentation, patching internal servers, and deploying highly sophisticated threat prevention capacities to prevent any exploitation. Regarding employees who can access information systems remotely, it is critical for the organization to extend endpoint security their devices to ensure that they are protected from file-less attacks, malware, and exploits. Besides, such measures should be able to detect the use unauthorized applications by remote employees, especially those that can be used to share sensitive information. Besides, staff training is important to ensure that they use unique and strong passwords and are able to identify phishing attempts. 
The risk assessment revealed that natural events present risks that are likely to affect productivity and result in loss of customers. IDX (2018) states that it is critical for the organization to be aware of the natural events that are likely to affect its information resources. Consequently, it should develop an emergency plan that will ensure that any threats to data access and availability are addressed promptly in case any natural disaster occurs. Such actions will ensure that the organization is prepared for long disruptions and remains operational throughout such periods. For instance, the organization can have a backup data center, implement cloud-based storage, or hire emergency staff to conduct repair and maintenance. Also, data centers should have huge reserves of fuel and cooling water in case of major natural disasters.  
Regulatory changes have been identified as a possible risk to the organization’s information resources. According to Crisanto and Prenio (2017), they are likely to cause uncertainty that may affect organizational performance. The organization should develop an effective control and response framework to anticipate and respond effectively to changes in cyber-security regulations that affect it. It entails monitoring the evolution of emerging cyber-security risks and corresponding ways of addressing them to update its policy continuously. 
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