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Security Analyst
Question I
Explaining technical concerns to non-technical individuals like the sales team is not easy. The first thing to do when reporting the problems is to understand my audience and determine their level of expertise and start speaking from a lower level from where I think they are. When presenting the reports, I make sure I don't use acronyms, buzzwords, and jargon. My audience will be willing to listen if they see I am genuinely interested in them. I will also watch my audience see their facial expression nodding, eye contact, and smiling to see if they are on track.
Question II
One additional subcontrol that I can recommend is implementing training programs and security awareness. Regardless of what technical controls you use, some phishing will break to the end-user (Han, Park & Lee, 2019). Therefore, it is essential to teach all your users how to identify maliciousness and what to do when they notice it. Security awareness should be done multiple times to help reduce risk. Another sub-control that I can recommend is incident response and management. Irrespective of what you do, disagreeableness will get by your defenses (Han et al., 2019). This means constructing an effective incident response process, tools, and people. The better and speedier incident response examination and remediation occur, the less harm disagreeableness can cause to your current circumstance.
Question III
The advantage of using RSA encryption is that it is more robust than any other symmetric key algorithm. RSA encryption has also overcome the limitations of the symmetric algorithm. Two-factor authentication benefits function as an additional step in the process, another security layer that helps reconfirm your identity (Hobi et al., 2020). The primary importance of it is to make the assailant's life hard and hence decrease fraud threats.
VPN is used to block tries by outsiders to read, intercept, block, alter or replace the content of your internet connection. Symmetric encryption is used to protect data in transportation—public key encryption for information channel encryption key dissemination (Talkington, Dantu & Morozov, 2020). Hashing is used to confirm the integrity of data. 
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