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CYB 250 Stepping Stone One Template
	Howard Threat Model

	Incident
	Target Breach
	Sony Breach
	OPM Breach

	Attackers
	A professional criminal called Ruslans Bondars (Scan4you)
	Professional criminals are known to be a terror group by the name Guardians of Peace
	Not known

	Tools
	Program or Script (Citadel Trojan)
	A distributed tool (malware)
	A distributed tool (malware)

	Vulnerability
	Poor design: the use of a secondary firm called Fazio Mechanical Services for weakness probing. This created security issues that gave easy access to networks.
	A poor design allowed for a zero-day attack.
	Poor design that allowed access to critical points and USIS.
Inadequate implementation measures by discontinuing observation by the IT department thinking that the enemy has been defeated.
Poor configuration. The IT department failed to harden the systems after the attack. 

	Action
	Multiple actions were used. They included scan, probe, bypass, read, copy, and steal.
	Multiple actions were used. They included scan, probe, bypass, read, copy, and steal.
	Multiple actions were used. They included scan, probe, bypass, read, steal, and authenticate.

	Target
	Multiple targets such as data, networks, accounts, and internetworks.
	Data files such as IP, emails, documents, and employee data.
	Employee data.

	Unauthorized Result
	Increased access, information breach, and theft.
	Increased access, information breach, and theft.
	Theft and increased access.

	Objective
	Financial gains

(Shu et al., 2017)
	Financial gain and damage

(Meyer, 2015)
	Not known.

(Fruhlinger, 2018)


The attack on the Office of Personnel Management (OPM) led to the CIA triad's compromised integrity (Fruhlinger, 2018). The OPM assumed that hackers could not target them. The department kept personal identifying information for employees working with the US federal government. Some of the information targeted included the social security numbers, credit submissions, background investigations, social groups, banking information, academics, pay and position information, physical addresses, and credentials and certificates. The OPM thought that this information could not be targeted, which raised the levels of vulnerabilities that led to the compromising attack (Fruhlinger, 2018).
OPM's attitude caused failure in observing major security issues. For instance, there lacked scans, systems hardening, and password restrictions for the data stored. After the attacker had obtained information from the KeyPoint and USIS, access was gained to the entire network. The IT professionals did not detect the attack until much later. Even once it was discovered, no action was taken, allowing the attacker to install software for keylogging. An extensive bang remedy was used, and this would have made a crucial defense had it been used before the attack.
The attack was ideally conducted since the attacker was not known, and the reasons for the attack and the information stolen remain unknown. One individual was arrested, but there was no conviction (Fruhlinger, 2018). A more proactive approach to security threats would have allowed OPM to prevent the attack and discover who the attackers were.
Open Web Application Security Project offers resources and information to design a proactive threat model. The resource undergoes regular updates, information analyzed and then compared with the threat's risk. Keeping the system hardened would have been helpful for OPM. Also, these security measures should have been followed more rigorously. 
Threat modeling is essential in preventing or reducing the risk of attacks. Difficulty to hack into a network helps in assuring protection into the future. Attackers can attack to test whether they can gai access and control a network. Threat modeling allows the company to remain aware of the security practices and protocols to prevent security breaches. Threat modeling analyses problems and produces reports on how these problems can be addressed. It also helps enhance recovery from an attack.
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