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Cyber Defense
Personnel or Human Factor trend
A significant trend in the human factor area is the use of a remote workforce. Working from remote places enables the company's employees to conduct all their critical job responsibilities outside the conventional office space. Working from remote areas will allow the organization to accept diversity and inclusivity by employing people from different geographic, socioeconomic, and ethnic backgrounds. These people have varying perspectives, which can be challenging to achieve when recruiting is limited to a specific location that not everyone wants or can afford to live near (Ujwary-Gill & Potoczeck, 2019). Working will also lead to increased productivity and performance due to fewer interruptions, a quieter noise level, reduced office politics, and fewer meetings.
Several threats are associated with a remote workforce. The remote workforce can be the greatest threat to the company's network security. By unintentionally following poor cybersecurity practices, the remote employees can culminate in giving hackers access to the company's network and, therefore, the company's sensitive information. Some remote employees may be using outdated router software with no firewall to secure the network. Regarding these threats, the company can conduct a detailed cybersecurity awareness training workshop and provide employees, especially those who work with sensitive data, with a firewall to secure their residential Wi-Fi (Ujwary-Gill & Potoczeck, 2019). A remote workforce can be very morale-boosting to the organization's employers since it reduces employee stress and control costs. From this point of view, this trend in human factors should be embraced and implemented, especially since the outbreak of the Covid-19 disease, which requires minimal interactions among people.
Data Protection Trend
One of the network protection technologies used to protect an organization's data is Access Control. This technology guarantees that users are who they claim to be and that they have the right access to the company's data (Ravidas, Lekidis, Paci & Zannone, 2019). In this organization, employees connect to the internet, which requires some level of access control in action, especially for the employees who operate out of the workplace and need access to the company data services and resources. 
Some of the types of access control models used include discretionary access control (DAC), role-based access control (RBAC), mandatory access control (MAC), and the most modern one called the attribute-based access control (ABAC) (Ravidas et al., 2019). All these models have two major parts: authentication and authorization. There are three main threats associated with access control: the software may become outdated, keycards may fall into unauthorized hands, and lack of consolidation with other business systems. These threats are addressed in various ways, such as using up-to-date Access Control software, setting strict rules on how quickly misplaced keycards must be reported, and combining keypads and keycards (Ravidas et al., 2019). From the analysis, for effective data protection, Access control is vitally important.
System protection Trend
Anti-Malware technologies or technologies are network security tools modified to identify malware (Trojans, viruses, worms, spyware, and key-loggers) and prevent them from spreading throughout the computer. One of the most reliable anti-virus software is Norton. The software scans the organization's computers constantly, prevents anything trying to enter the computers, isolates viruses, and alerts the users (Wilson, 2019). However, with thousands of threats being created every day, Norton software may fail to recognize some of them, especially the ones that are specifically designed to disable Norton's anti-virus itself. Fortunately, the anti-virus is continually updated and automated to run as soon as the computer is turned on (Wilson, 2019), which means that new viruses released from the internet will be isolated before they cause harm to the computer. Therefore, the software is a credible solution to avoid system attacks that could cause revenue loss and a poor reputation.
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